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information on umr.com

These days, it's important to protect all of your personal information. At UMR, we take your privacy seriously.

We follow strict rules and security procedures to help maintain the security of your information and restrict access
to only you or your authorized providers and/or representatives. We want you to know how to control who has
access to view your health information. That way, you can rest easy knowing your privacy is safe with us.
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Member ID: 99934427
Group Number: 769999999 e @ @

@ Medical £ Vision {3 Dental

Spending totals @

You have $1,605.31 left to spend to reach your out of pocket max.

Accumulator begin date: 01/01/1776

Family deductible Family deductible

$599.72 Spent $750 Max $599.72

Family out-of-pocket Family out-of-pocket

$599.72 Spent $750 $599.72

Individual lifetime maximum
This does not apply to your plan

View additional plan details >

Secure login for added protection

As part of our ongoing effort to help keep

your personal information secure online,

our umr.com sign in process uses HealthSafe ID,
which incorporates the latest security protocols and
user experience. Here's what that means for you:

HealthSafe ID is a secure, centralized identity
management solution that enables access to all
participating UnitedHealth Group applications with
a single login.

Schedule your wellness

Individual lifetime maximum
This does not apply to your plan

Review your new claim Get support for your

acitivity pregnancy View all things to do >

Recent claim activity

@ Medical

Accumulator begin date: 01/01/1776 (Completed’ Claim number: 999999999

Hospital One
$750

LI Service dates Total you may owe

07/01/76 - 7/31/76 $455.23

$750 Patient

Karyn Blank 0721102 View claim

View all medical claims >

(Fictionalized data)

HealthSafe ID uses “multi-factor authentication” to
grant you access. That means when you set up your
account, you'll select a preferred method by which
the system will identify you. The choices are by email,
text message or phone call. You can also choose to
indicate the device you're using for sign in is “verified.”

When you (or someone else) sign in to the account
for the first time, the system will contact you via
your preferred method and send an authentication
message that you must use to sign in. Each time
you sign in from an “unverified” device, the system is
triggered to authenticate the login.

Note: The images shown reflect available features within our desktop site. These features may or may not be available to all users,

depending on your individual and/or company benefits.


http://www.umr.com
http://www.umr.com

Grant access and share information
with eligible family members

Choose who can view your personal

. f . I- ° .
information onfine We take your privacy seriously

Adults age 18 and older have a right to determine
who may or may not view their information on
umr.com. This right applies to both a covered spouse
and adult dependents.

UMR follows strict rules and security
procedures to help keep your information
safe and restrict access to only you or
authorized providers and/or representatives.
If you are a parent of an adult dependent covered

under your plan, your adult dependent must

grant you online access to their personal health

care information for you to view claim or benefit

information on their behalf.

Similarly, your spouse must grant you access if
they wish for you to view their personal health
information. Likewise, the covered subscriber must
grant online access to a spouse or any other
covered family member you choose to allow to
view your information.

The plan subscriber automatically has access to all
dependents under age 13 and can restrict access to
that information from other members on the plan.

Finally, minor dependents between the ages of

13 and 18 may choose to keep their online
information private. By default, the plan subscriber
will have online access to these minors’information.
However, the minor may choose to restrict this
access, or choose to grant access to a parent or
other legal guardian who is not the primary
subscriber for the plan.*

(Continued)

*Access rights and privileges may vary depending on your plan setup. For specific details, talk to your plan sponsor.
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What you need to do

Discuss with your family members their
right to protect their personal health
information.

(Fictionalized data)

Don't forget!

If a covered family member wishes to

e allow access to another covered family
member, the member must grant access
to view their information, as follows.

If your spouse or covered dependent has not yet
registered for online services with UMR:

Dependents will be asked during the registration
process to select the family members they will allow
to view their personal health information.

To register, have your covered family member visit
umr.com and select Sign in located in the top

right corner of the page. Select Member from the
dropdown menu and follow the prompts to complete
the account setup. They should have their ID card
with member ID and group number handy.

If your spouse or adult dependent has already
registered for online services:

Your covered family members can sign in to
umr.com to access their Account settings and
manage their access settings. The access privileges
they select through the online account settings or
during registration will apply to both umr.com and
the UMR app.

If a parent or legal guardian other than the plan
subscriber wishes to view online information for a
minor dependent between the ages of 13 and 18:

The minor dependent may register as a new

user on umr.com. They will be asked during the
registration process to select the family members
they will allow to view their information. The
subscriber will also need to grant access to the
parent or guardian.*

Granting online access to appropriate family members can be important if a member is hospitalized
or otherwise unable to view their own information.

*Access rights and privileges may vary depending on your plan setup. For specific details, talk to your plan sponsor.
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Who we may share your information with

Authorized health plans or physicians and
other health care professionals

We may share information, for limited purposes,
associated with your health care and benefits as a part
of administration of your employer’s health care plan
and your individual plan benefits.

Our employees may view your information
in order to serve you

We share and give access to personal information to
our employees and agents in the course of operating
our businesses. For example, if you sent us an email
asking a question, we would provide your email
address to one of our employees or agents, along with
your question, in order for that person to reply to your
email. We may share personal information with other
affiliates or business units within the company.

Legal entities may view your information
if required by law

We may share personal information in response
to a court order, subpoena,search warrant, law
or regulation.

We may cooperate with law enforcement authorities
in investigating and prosecuting website visitors who
violate our rules, or engage in behavior that is harmful
to other visitors, or is illegal.

Have further questions?

Contracted entities may view your
information to perform services on our behalf

We may share and give access to personal information
with other companies that we hire to perform services
on our behalf or collaborate with. For example, we
may hire an outside company to help us send and
manage email, and in that case we might provide

the outside company with your email address and
certain other information in order for them to send
you an email message on our behalf. Similarly, we
may hire outside companies to host or operate

some of our websites and related computers and
software applications.

However, if we share or give access to personal
information to outside companies, we require them
to use the personal information only for limited
purposes, such as for sending you the email in the
example above.

For information about your rights to control your protected health information (PHI), please
review the privacy statement available on our website.

If you believe we or any company associated with the company has misused any of your
information, please call us immediately at 1-877-561-1622 to report the issue.

© 2024 United HealthCare Services, Inc. UM1121 0524 UA
No part of this document may be reproduced without permission

Effective January 1, 2010, all health care entities were required by law to protect the privacy of individual health information
and to notify individuals about situations when we are allowed to give out or “disclose” that information to others. *Due to the
nature of the Internet and online communications, however, we cannot guarantee that any information transmitted online
will remain absolutely confidential, and we are not liable for the illegal acts of third parties such as criminal hackers.
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